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Abstract—Advances in edge computing devices have enabled
local large language model (LLM) apps to execute entirely
on-device, powering tasks such as document summarization
and virtual assistance while preserving user privacy. However,
this also removes centralized logging and enforcement,
allowing adversaries to fine-tune or deploy modified models
that generate malicious content. When such apps are used in
planning crimes, it is hard for forensic investigators to gather
evidences because disk logs from app storage are cleared once
conversation histories are deleted from the UI by suspects.
Existing memory forensics techniques also cannot reconstruct
the context embeddings retained within the LLM runtime
states. We present ORISA, a memory forensics framework for
recovering and rehosting deleted conversation contexts from
local LLM apps. ORISA leverages the batch tokens and
key-value (KV) caches preserved in process memory to
reconstruct token sequences and restore session-level attention
states. ORISA recovers previous conversations and outputs a
rehosted app-agnostic session that remembers forgotten
context from the original session, allowing investigators to
reveal suspect’s prior interactions and ask additional
information using the live session. We evaluated ORISA across
60 session configurations involving 10 Android local LLM
apps and 3 model architectures. ORISA recovered 100% of
tokens and KV cache tensors within the active context window,

and an average of 32.60% and 38.59% more forgotten context.

ORISA’s rehosted sessions revealed an average of 169.6%
knowledge compared to the original session.

1. Introduction

Local LLM apps are increasingly more popular as edge
computing devices grow more powerful [1]-[3]. They power
a variety of applications — from search-engines to virtual
assistants [4], document summarization [5] to personalized
tutoring [6] — all while running directly on the user’s own
device. By operating locally, such models give users greater
control over their data and privacy compared to cloud-hosted
alternatives, because no proprietary provider processes or logs
every query and response. Because of their strong privacy
protections, a suspect who uses a local LLM app to plan
or coordinate a crime makes their traces covert. When this
happens, it is crucial for an investigator to reveal the previous
conversations the suspect had with the LLM app, and even

better, to interact with the LLM to understand and reveal
the suspect’s additional actions, goals, and motives.

Unfortunately, no research exists to provide
investigators with such evidence. Investigators have two
options for where to look for evidence: in app storage
(internal and external storage for an Android app [7]) on
disk and in the runtime memory of the LLM process.
Existing disk forensics work focuses on extracting OS and
app storage artifacts such as sensitive data [8], [9] and log
messages [10], [11]. However, when the suspect deletes the
conversation from the app UI, corresponding disk artifacts
will also be removed, leaving no evidence for recovery.
Traditional memory forensic techniques can recover kernel
objects and app/OS specific data structures [12], [13]. Data
structure recovery from LLM apps would enable evidence
recovery, but it falls short of rehosting the LLM so the
investigator can interact with it. Few prior memory forensic
work recovered and rehosted deep learning (DL) model
internals [14], and Android app GUIs [15], [16]. However,
no prior work has considered rehosting a complex layered
software stack required for LLM. Local LLM conversations
are mapped into high-dimensional embedding spaces (KV
cache tensors) and unstructured batch tokens. The
fundamental challenge that necessitates a novel,
LLM-specific memory forensics framework is that logically
evicted context is dereferenced by the context manager and
lacks structural boundaries. Existing data-structure recovery
tools rely on static OS profiles or object pointers, which
inherently fail when the LLM dynamically shifts and
dereferences tensor buffers or wraps attention memory
during continuous generation. Consequently, no existing
research has been able to take advantage of the forgotten
context beyond the model’s context limit, realign, extend,
and rehost them into a live session.

LLM apps commonly use KV cache to preserve the
attention of the model and batch tokens to represent the
vocabulary of the context [17]. To continue generation for a
conversation, both are required to represent the existing
conversation context. During our preliminary study (§3), we
found that local LLM apps preserve both the KV cache and
the batch tokens in memory until overwritten by new
conversations. This gives us a unique vantage point to
reconstruct previous conversation context by recovering
both from memory. However, unlike application-level chat
records, tokens and KV cache are encoded, unstructured,



and lack boundary markers, making their interpretation
challenging. Furthermore, the active regions are
dereferenced once a session is deleted in the UI, making
the recovery and validation difficult.

Additionally, since LLMs have intrinsic context limits,
local LLM apps keep track of the active KV cache region
according to the session’s context limit. We discovered that
since the available allocated memory for the app is usually
larger than that required to represent the model’s context,
logically evicted and forgotten context still resides in memory
before being physically cleared and recycled by the OS. In
fact, ORISA found an average of over 30% of tokens and KV
tensors beyond the context limit are still present (§5.1). This
gives us an opportunity to recover extra forgotten context
from an earlier conversation and rehost it into a live session
for investigators to interact with. However, recovering these
logically evicted tensors are challenging because the LLM
sessions only book-keeps positions of tensors within the
currently active context window. Even when recovered, the
session will never incorporate them to continue inference

without properly extending and realigning the active region.

Based on these insights, we developed ORISA', an
automated system for recovering conversation histories and
rehosting the context of a local LLM app into a live session
for investigators to interact with. ORISA takes an LLM app

process’s memory image and its app storage as input.

ORISA first performs model binary extraction from
disk (§4.1). ORISA then does batch token recovery (§4.2),
giving investigators evidences and a starting point for
interrogation. Next, ORISA conducts KV cache recovery
and active KV extension (§4.3, §4.4) to recover and realign
both active and forgotten context from the previous session.
ORISA then reconstructs and rehosts the recovered context
into an app-agnostic session (§4.5), allowing investigators
to ask additional questions to the live session with previous
conversation context. Finally, we will open-source ORISA
upon the paper’s acceptance.

We have evaluated ORISA with 60 configurations of
LLM app sessions consisting of 10 Android Local LLM
apps, with 3 different models under 2 different context
windows. For tokens and KV cache recovery, ORISA
recovered 100% of batch tokens and KV cache tensors
from within the sessions’ active context window and
32.60% and 38.59% beyond it. ORISA’s rehosted session
retained an average of 169.6% of knowledge compared to
the original context, enabling investigators to interrogate the
rehosted session with the forgotten context of the session.
Finally, ORISA’s rehosted sessions with the same context
window preserved the response behaviors of the original
session, allowing investigators to treat the rehosted sessions’
interrogation outputs as credible evidence.

2. Overview

Cloud-hosted LLMs are traditionally deployed on
centralized GPU/TPU clusters, where all user prompts and
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Figure 1: Overview of key components that enable inference
in a local LLM app’s chat session.

model outputs are processed on remote servers. These
providers routinely log requests, responses, telemetry, and
security metadata for service quality and abuse detection.
Major technology companies can also disclose such
server-side data to law enforcement under legal processes
such as subpoenas, warrants, or national security
orders [18]-[20]. As a result, cloud LLM interactions leave
extensive traces, including network traffic, server logs, and
access metadata that investigators can obtain during
criminal inquiries.

In contrast, local LLMs run entirely on the user’s
device, typically optimized via runtimes such as
llama.cpp [21], GGML [22], or other on-device inference
backends. For suspects seeking to avoid cloud visibility,
local models are especially attractive. Prompts and
responses never leave the device, eliminating server-side
audit trails or logs that investigators can obtain via legal
processes. In these cases, the device itself becomes the only
meaningful evidence source, motivating the need for
forensic techniques that can recover and rehost the local
LLM context.

2.1. Key Components of Local LLMs

Figure 1 shows the overview of a mobile LLM app’s
workflow of generating chat session responses from user
input. Local LLM inference necessitates several artifacts that
have to reside on disk and in memory, giving investigators
a unique vantage point to recover evidence.

Model Binary. To load a local LLM model, the model binary
itself has to reside on disk, as shown in Figure 1. This binary
contains the serialized model with the learned parameters
specific to the model. It also contains key metadata about the
model architecture, including vocabulary size, embedding
dimension, number of layers, RoOPE parameters, etc. For a
local LLM app to instantiate a live session, it has to first
load the model binary from disk to the inference engine.

Batch Tokens. When a user interacts with a local LLM app,
their textual input is first passed to the tokenizer, which
encodes each piece of text into a unique integer ID from
the model’s vocabulary, named as batch tokens, as shown
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Figure 2: IRIS’s offline model download screen and chat
screen, allowing users to use custom open-source models for
completely local inference.

in Figure 1. These integers are then stored in token buffers
in process memory. The token buffer acts as the linearized
memory of the textual conversation so far. It also provides
positional references used to index the KV cache (discussed
below). Without this buffer, the model has no way to align
its internal cache to the original text. Recovering and
deserializing them allows investigators to reconstruct
previous prompts and responses of a session as evidence.
KV Cache. The KV cache is a collection of tensors that
store the LLM’s internal attention state for every token
already processed, managed by the inference engine’s
context manager, as shown in Figure 1. It represents the
current conversation context and is updated with each new
token. The K layer stores the projection of previous tokens
into the key space used by self-attention layers, while the V
layer stores the corresponding value projections. Even when
a suspect deletes the original conversation text from the
device’s UI, the KV cache preserves the semantic
embedding of those tokens. Recovering and rehosting the
KV cache together with batch tokens allows investigators to
resume generation of the session from where it was left off
to further gather evidence.

2.2. Threat Model

We assume that the suspect of interest is an average,
normal user of a mobile device and utilizes a local LLM app
on an Android device to coordinate and plan a crime. The
suspect opens the app, engages in conversation with the local
LLM, then deliberately deletes the chat history via the app
UL, leaving no logs or transcripts on disk in app storage. They
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Figure 3: The size of KV cache in memory with respect to
conversation turns. Although dereferenced after chat session
deletion in IRIS UI, the KV cache still physically remains
in memory.

rely purely on local execution; thus, no server-side log is
available. At the time of seizure, the device is still running the
LLM app’s process. More advanced and technical suspects
who can rewrite the app or use anti-forensics techniques
such as those that obfuscate or encrypt the app’s memory
are discussed in §7. Although they can still be handled
by ORISA with additional perpendicular research, they are
outside the scope of this paper.

3. Problem and Opportunity

During our preliminary study, we found a popular
Android local LLM app on the Google Play Store [23]
named IRIS [24] with over 10K+ downloads. It is
advertised as "Privacy-Focused" [25] and works completely
offline without an internet connection. Figure 2 shows the
model download and chat UI of the app. It allows users to
download custom open-source models from Hugging
Face [26] and use them for local inference. While
interacting with the app, we dumped both the external
(under\ sdcard\Android\data) and internal
(under\data\data) storage directory of the app and
found that no cache or log of chat sessions is stored on
disk. Clicking the new chat button also deletes the existing
session. No way exists in the app Ul to resume a previous
chat session once deleted. This makes us wonder if there
are still traces in memory that could reconstruct a previous
chat session, if it has already been deleted in the app.

We then instrumented the app and dumped the memory
image of the app process as we interacted and prompted
the model in the app. In the memory image, we referenced
llama_batch pointer and found token IDs that, when
detokenized, matched with our previous prompts. In addition,
when we examine the region pointed by 11ama_kv_cache
pointer in 11lama_context, we found KV cache tensors
that grow with conversation turns. Figure 3 shows the KV
cache size in memory with respect to the turns of the current
conversation, growing from 7.71 MB to 19.48 MB. We then
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deleted the chat session after turn 5 by pressing the new chat
button in the IRIS UI and dumped the memory image again.
We found that although the 11lama_kv_cache pointer is
dereferenced in the context block, when examining the same
region before the deletion, the KV cache tensor values remain
intact and are not physically cleared. This gives us a unique
opportunity to rehost a previous session from batch tokens
and KV cache recovered from memory, even after the session
was cleared through the app UL

Opportunity in Forensics Investigation. Figure 4 shows
an example of applying this opportunity in a forensics
investigation. Suppose a suspect uses a local LLM app with
a jailbroken model to plan a crime and asks it, "How to
build a bomb?" and then deletes the responses and clears
the app storage. When an investigator wants to determine if
the LLM assisted in the suspect’s crime planning and
confiscates the device, they turn to ORISA for help. ORISA
recovers deleted conversation context in memory and
rehosts it into a live app-agnostic session. The investigator
can then interrogate the rehosted session and ask it to recall
previous bomb making instructions and ask additional
questions regarding the suspect’s intentions. The responses
then reveal previous illicit instructions and serve as
evidence to convict the suspect.

4. Methodology

ORISA’s goals are to reconstruct previous prompts and
responses from a local LLM app session, recover active and
forgotten context of the LLM session, and rehost them into

a live session to enable live interrogation by investigators.

Figure 5 shows the overview of ORISA’s design consisting
of 5 phases. The design consists of two stages: Artifact
Extraction (Phases 1 and 2), which leverages foundational
disk and memory forensic methodologies to establish a
baseline, and Context Re-instantiation (Phases 3, 4, and 5),
which introduces ORISA’s novel contributions to overcome
the LLM semantic gap. ORISA takes a mobile LLM app’s
process memory and app storage on disk as input. ORISA
first locates and extracts the model binary and metadata
from disk (§4.1). ORISA then recovers the previous
session’s batch tokens from memory and reconstructs them

into the prompt history (§4.2). Next, ORISA recovers the
KV cache representing both the active and logically evicted
forgotten context from memory (§4.3). ORISA then extends
the KV cache’s active region to incorporate the forgotten
context into a larger context window and realigns the KV
tensors (§4.4). Finally, ORISA reconstructs and rehosts the
recovered context into an app-agnostic session (§4.5),
enabling investigators to conduct a live interrogation of the
previous app session.

4.1. Model Binary Extraction From Disk

The first phase relies on traditional artifact extraction
primitives. To enable session rehosting, ORISA first needs to
extract the exact model binary used in the session as batch
tokens, and KV cache only makes sense given a specific
model. Pinpointing the exact model file used in the original
run is challenging, as multiple model files may reside on
disk, which could be used in different sessions. Even when a
model with the same type is recovered, a slight variation in
the model’s hyperparameters, such as embedding dimension
or head counts, will make the rehosting invalid.

However, we discovered in our preliminary study that
during runtime, LLM apps’ context embeds key descriptors of
the model file into memory, including the model architecture
identifier, and hyperparameters such as the number of layers,
trained context length. Additional constants, such as the
quantization layout, are also embedded in the KV cache
configuration, which can be used to identify different versions
of the same model type. These parameters together form
a unique fingerprint to recover the exact model file used
by the session. To accurately extract the exact same model
used in the original run, ORISA uses these model metadata
recovered from memory to locate and validate the model
file.

Since the apps use local LLMs, the model file has to
reside on the disk. ORISA scans the LLM app’s both
external (under\sdcard\Android\data) and internal
(under\data\data) app storage directories to locate and
extract the model file. Similar to established file carving
methodologies that utilize magic bytes and contiguous
block recovery [27], ORISA first extracts all files within the
two directories with a matching file header with the model
file format, e.g. 0x47475546 for GGUF models. ORISA
then compares the model architecture identifier, quantization
layout, number of layers, embedding dimension, head
counts, and trained context length in the candidate model
file’s metadata key-value section with the recovered
metadata in the model’s hparams and context’s cparams
from memory. ORISA finds the exact model file when all
metadata matches.

4.2. Batch Tokens Recovery and Detokenization

Utilizing standard pointer-tracing and array-recovery
techniques, the next artifact to recover in memory is the
batch token sequences used in the previous session.
Together with KV cache recovery (§4.3), it represents the
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Figure 5: Overview of ORISA’s design. ORISA takes a mobile LLM app’s memory and app storage as input, conducts model
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rehosted session representing the previous app session’s context.

Algorithm 1: ORISA’s recovery of batch tokens
from memory.

// Metadata in llama_context manager
structure
1 n_past = processedT okenCount;
2 Function recoverAndDetokenizeBatchTokens():

// Use batch_ptr if not cleared
3 if llama_context.batch_ptr.isValid() then
4 Ajoken = *batch_ptr;
5 for A; < Atoken do
6 if A;[token] € [0,vocab_size] &
Ai_pos-notEmpty() & A;_seq id-notEmpty()
then
7 \ continue;
8 end
9 Atoken = Ais
10 break;
11 end
12 end
// Else match token vocab size and check
valid pos and seq_id pointers
13 else
14 Set(Apgses) =
scanBlocksLargerThan(llama_batch.size +
n_past * token_type.size);
15 for A € Apgses do
16 if VA, € [0,vocab_size] & Apos.notEmpty()
& Ageq_ia-notEmpty() then
17 Atoken = A;
18 break;
19 end
20 end
21 end
// Detokenization
2 D = Detokenize(T, Atoken, Atoken-length);
23 D.partion(T.delimiters);
24 end

context state of the session exactly where it was left off.
When detokenized, the batch tokens also reveal the previous
prompts and responses strings, providing investigators a
starting point to conduct live interrogation of the

session (§4.5).

However, unlike application-level chat records, the
token buffer is encoded and unstructured, containing
non-human-readable and interleaved sequences. These
tokens are also unlabeled, lacking explicit message
boundary markers. ORISA recovers the batch tokens by
checking the vocabulary sizes of elements as well as valid
positions and unique sequence IDs bound to each token.
Algorithm 1 shows ORISA’s strategy to recover batch
tokens from memory. ORISA first checks whether the
batch_ptr in the session’s context  manager
(1lama_context for llama.cpp) is still present and
points to a valid page. If the region is valid, ORISA then
scans backward from the currently active batch_ptr to
locate additional tokens with valid buffer within the model’s
vocabulary range and that the position and sequence id
buffers are not empty, as shown in Lines 3-12
of Algorithm 1. If the pointer has been cleared, ORISA
then scans for contiguous blocks of aligned regions of at
least size llama_batch.size + n_past x token_type.size,
representing previously processed tokens. For each
candidate, ORISA validates the token buffer’s vocabulary
range and its pointers to position and sequence ids are valid,
as shown in Lines 13-21 of Algorithm 1. Finally, ORISA
detokenizes the verified token sequence back into
human-readable prompt and response sequence strings with
delimiters by applying the decode function of the exact
tokenizer in the recovered model binary file from disk
(model binary recovery detailed in §4.1). Each token ID is
mapped back deterministically to its string representation,
preserving role delimiters and formatting tokens injected by
the app layer. To separate the prompts into system prompts,
user prompts, and model responses, ORISA partitions the
detokenized scripts with delimiters of the session, as shown
in Lines 22-24 of Algorithm 1.

Now ORISA has recovered the batch tokens of the
previous session and detokenized conversation history,



Algorithm 2: ORISA’s recovery of the active and
forgotten KV cache.

// Previously recovered token length and
metadata

1 Ty1q = tokenBuf fer Length, H =

numberO f Heads, Dy, = headDim, E =

elementSize, ctx = original ContextWindow;
2 Function recoverAndAlignKVCache():
// Per—-token kv cache slot size
3 Bioken = H x Dy, x E % 2;
// Locate kv cache region
4 Set(Apgses) = scanBlocksLargerThan(Bioken * ctz);

5 Apgse = null;

6 for A € Apgses do

7 h = cacheHeadO f fset(Apgse);

8 u = cacheUsedOf fset(Apase);

9 if header(Apqse).matches(header(KV Cache)) &
h < ctx & u <= T,q then

10 ‘ Abase =A
11 end
12 end
// Determine previous active region
13 Aactive_start = Apase + T * Biogens

14 if h +u <= ctx then
15 ‘ Acte = [Aactive,starta Aactive,sta'r‘t + u* Btoken);

16 end
// Handle wrap around
17 else

Actac - [Aactive,starta Aend) [Ab(LSev Abase +

((h + u)mod(ctzx)) * Btoken);

19 end
// Tensor validation with token position
20 for cell[i] € Actz do

21

22

23 end

// Scan for valid forgotten context
sensors beyond the context window

check(cell[i].pos = token[i].pos);
check(cell[i].seq_id = tokenli].seq_id,;

24 for cell[j] < Aqctive_start dO

25 if 7 > T,;4 then

26 | break;

27 end

28 if cell[j].pos = token|j].pos &
cell|j].seq_id = token|[j].seq_id then

29 insert(cell[j], Actz);

30 continue;

31 end

2 break;

33 end

34 end

which serve as human-readable evidence to investigators for
interrogation. To further allow live interrogation of the
session, ORISA next recovers active and forgotten contexts
from memory (§4.3, §4.4) and rehosts them into a live
session (§4.5).

4.3. Active and Forgotten Context Extraction from
KV Cache

Bridging the semantic gap and live rehosting requires
moving beyond static artifact extraction. Next, ORISA
recovers the LLM session’s internal attention state after
token processing at the time of extraction by retrieving the

KV cache. Combined with the batch tokens generated and
the model file recovered previously, it allows investigators
to resume generation exactly from the point when the scene
was seized with rehosting.

However, fully recovering the KV cache with forgotten
context is fundamentally challenging for existing tools.
Once a session is deleted in the apps’ UI, the active KV
cache region is dereferenced as we found in our preliminary
study (§3), making the recovery from known pointers in
llama-context infeasible. Because the object pointers
are cleared, traditional pointer-tracing techniques (as
utilized in §4.2) entirely fail. Additionally, the LLM session
only book-keeps positions of KV tensors that are within the
currently active context window, making recovery and
validation of tensors representing logically evicted tokens
challenging. Finally, every tensor recovered needs to be
validated and match exactly with previous tokens in the
correct sequence in order to represent the correct attention
state. ORISA approaches by scanning the memory region
with unique KV cache headers and uses previously
recovered session metadata and batch token identifiers to
guide the recovery and validation of KV cache tensors.
Algorithm 2 shows the steps ORISA adopts to recover both
the active and forgotten KV cache from memory.

ORISA first uses previously recovered model’s number
of attention heads (H), head dimension (D},), element size
(F) and the original context window (ctx) as a reference to
calculate the per-token KV cache slot size to recover
Bioken = H x Dp * E x 2, as shown in Line 3
of Algorithm 2. Then to locate the candidate KV cache ring
buffer regions, ORISA scans the heap for a contiguous
block of size larger than the minimum size to represent the
previous context By,ken * ctx that are page-aligned and
resident. For each candidate base address A, ORISA
matches the header with the llama-kv-cache, and
verifies that the value h at offset to the cache.head
offset is within the valid region between [0, ctz), and that
the value u at offset to the cache.used offset is within
the recovered token buffer length 7,;4. ORISA accepts the
candidate KV cache region when all the above are matched,
as shown in Lines 4-12 of Algorithm 2.

Next, ORISA recovers the previously active KV tensors
within the context window. ORISA first calculates the base
address for the previous active region as Agctive start =
Apase + ctx * Byoken- If the previously used tokens are
within the context window, then the previously active tensors
Acta: = [Aacti'ue_starta Aactive_st(n't +U*Btoken)- If they are
larger, then there is a wrap-around in the ring buffer so that
the part with the most recent tokens’ tensors is wrapped
to the start of the region. The total active region is thus
a union of [Aactive_start; Aend) and [Abase; Abase + ((h +
w)mod(ctx)) * Bioken ), Where Aqnq is the end of the buffer
that have no valid tensors in succeeding slots.

Finally, ORISA validates the KV cache slots recovered
by validating their mapping to the batch token positions
recovered earlier. From the slot representing the tensors for
the most recent tokens, ORISA checks backward in A,
until it reaches Agctive_start- FOr each tensor slot, ORISA



Algorithm 3: ORISA’s extension of recovered
KV cache tensors with forgotten context and
realignment of metadata for rehosting into a larger
context window.

// Previously recovered KV cache with
forgotten context
1 Acta = recovered KV Region, h =
originalCacheHeadO f feset(Apgse), cte =
original ContextWindow, ctTpew =
newContextWindow;
2 Function extendAndRealignKVCache():

// Reset KV cache metadata
3 cache.head = 0;
4 cache.used = Uyqiiq = Actz-length;
5 cache.size = ctTnew;
// Remap new kv cache slot index
6 inew = (io1q — h)mod(ctz) for each iy1q € Acta.length;
// Move tensor values and metadata fields
7 for Vipew do
cellslinew].pos = cells[iorg].pos;
9 cellsinew].seq_id = cells[iyiq].seq_id;
10 cellsinew].buf = cellslioig)-buf;
11 end
// Clear unused cells
12 for inew € [Uyalid; CtTnew] do
13 cellslinew].pos = —1;
14 cellslinew].pos = 0;
15 end
// Rest session past token count
16 runtime_context_set(n_past, Uyqlid);
17 end

validates the cell[i].pos matches with the tokenli].pos
previously recovered, and that the token sequence identifier
stored in the KV cache slot cell[i].seq_id matches the

token|i].seq_id, as shown in Lines 20-23 in Algorithm 2.

When it reaches the active region’s head Agictive starts
ORISA continues to scan beyond it for valid tensors
logically evicted but still present in the buffer. If any cells’
position and sequence ids cell[j].pos and cell[j].seq_id
matches with token[j].pos and token[i].seq_id of
recovered tokens beyond the context window, ORISA marks
them as valid tensors representing the forgotten context and

inserts them into the recovered KV cache region A...

ORISA stops the forgotten context recovery when it reaches
the end of the recovered token buffer length or when the
new cell position doesn’t contain a valid tensor anymore, as
shown in Lines 24-33 of Algorithm 2.

4.4. Active KV Extension

After the recovery of the KV cache with logically evicted
tensors representing the forgotten context of the session
beyond the context window, next ORISA needs to realign
the KV cache and enlarge the active region of it so that when
rehosted, the new session treats these forgotten contexts as
active contexts.

This is challenging because although the recovered
forgotten context tensors are physically present, the session
still keeps them as invalid and will never incorporate them
to continue generation. A key contribution of ORISA over

traditional memory forensics techniques is that aside from
extracting data, it performs state manipulation to force the
inference engine to accept logically evicted memory.
ORISA extends the session’s perception of the active KV
by enlarging the cache size, resetting the cache head and
active used section pointer, and realigning the cells with the
new positions to the start of the new KV cache region.

Algorithm 3 shows the steps to extend and realign the
KV cache after its recovery with forgotten context. ORISA
first records the previously recovered KV region A, the
original cache head offset with respect to the base h, the
previous context window ctz, and the new enlarged context
window ctZy,e. Then, ORISA resets KV cache regions’
metadata to represent the new valid region with forgotten
context by setting the cache.head pointer to 0, the
cache.used count to uyq;q Which is the length of the
newly recovered region A, and the cache.size to
CtZpew, as shown in Lines 3-5 of Algorithm 3. ORISA then
calculates the new kv  cache slot index
inew = (fota — h)mod(ctz) for each i,q € Actx.length
slot for the realignment, as shown in Line 6 of Algorithm 3.
For each of the new slots, ORISA then copies the tensor
values and metadata fields that match with token positions
and token sequence ids from the previous position to the
new position. For the regions outside the new active region,
ORISA resets the cell position counters and cell sequence
ids, as shown in Lines 7-15 of Algorithm 3. Finally, in the
rehosted sessions’ context manager (1lama-context for
llama.cpp), ORISA sets the processed token counters
n_past to the currently valid context recovered 44 SO
that the rehosted session can incorporate both the previously
active and forgotten context recovered into subsequent
generations.

Now ORISA has recovered the batch token sequences
and the realigned and extended KV cache with forgotten
context from memory for rehosting.

4.5. Session Rehosting

Batch tokens and KV cache need to be loaded into a
live LLM session with the original model to continue
conversation generation with previous context. After
recovering the KV cache with forgotten context and the
batch tokens of a conversation, ORISA rehosts them into a
new session using the same model configurations with an
enlarged context window to enable live interrogation of the
previous session for investigators.

Session Binary Construction. To rehost an LLM
conversation, we need to represent the previous context as a
session state binary that the new session understands and
can continue the generation from. This session binary
should contain the exact configuration and attention of the
model when the previous session stopped. For llama.cpp
applications, this binary should represent the
llama_context state that
llama_state_set_data() takes as input. ORISA
constructs the binary by first aligning the recovered
context-level pseudo-random generator state, followed by



the most recent output logits kept in the 11ama_context
recovered from memory to preserve determinism in
subsequent sampling. Then ORISA aligns the KV cache
with the extended context to represent the exact attention
state of the previous conversation. Finally, ORISA sets the
new session binary’s context window to the enlarged
window, and the bookkeeping parameter of processed
tokens n_past to the recovered token length. Now the
reconstructed session file encodes not only the full attention
history of all processed tokens but also the precise sampling
state needed to ensure continuity.

Session Reinstantiation. ORISA then loads a fresh session
with the exact model binary file recovered in §4.1, the
session binary constructed (by calling
llama_state_set_data () for llama.cpp), and the
batch tokens recovered with the new processed token
counter n_past. ORISA now continues the inference from
the previous session (by calling decode ()) and allows
investigators to interrogate the new session with the
previous context.

5. Evaluation

We deployed ORISA to evaluate its capability to

recover batch tokens and KV cache from memory, as well
as rehosting them into new sessions for investigators to
interrogate using real Android local LLM apps.
Dataset & Implementation. We collected the 10 most
popular (according to number of downloads or stars)
Android local LLM apps from the Google Play Store [23]
and public GitHub repositories that allow users to choose
and use their own GGUF LLMs. Notably, they are all
powered by llama.cpp [21], which is the most widely
adopted mobile LLM inference engine. We installed them
and conducted the evaluation on a rooted Google Pixel 6
device running Android 15 [28]. For the local LLM models,
we collected 3 different lightweight models from the
leading local model repository Hugging Face [26] suitable
for local execution on a Google Pixel 6 device, namely
Llama 3.2 [29], Qwen 2.5 [30], and Gemma 2 [31]. LLM
app processes’ memory images are acquired with Frida [32]
using Objection [33]. Superuser privilege for Frida is
acquired and granted with Magisk [34]. The rehosted
sessions are run on an Ubuntu 24.04 LTS system running
llama.cpp [21].

5.1. Tokens & KV Cache Recovery

We first evaluated ORISA’s recovery of batch tokens and
KV cache tensors from within the model’s active context
window as well as from beyond the context window.
Experiment Setup. For each of the 10 apps, we run 6
sessions using the 3 models mentioned before under 2
different active context windows (256 and 512 tokens). To
concretely determine if a response from the LLM is derived
from previous chat knowledge rather than from the training
knowledge, we randomly created concrete key-value pair
information representing a project internal note that the

We’re keeping some internal project notes.

- Project codename = FERN-9e2f1b5d

- API key hint = live_68cd-PLUM

- Contact = Dana R. <dana@example.org> id=R-77b1
- Ops window: Mondays 09:00-11:00 UTC

- Staging bucket: s3://violet-bridge-14

- On-call PIN = 5421-ALTO

Figure 6: Concrete key-value pair knowledge fed into the
LLMs to simulate session context.

LLMs do not know in advance and fed them into each
LLM session to simulate the session context, template as
shown in Figure 6. For each session, we continuously fed
in the key-value pairs in a batch of 10 until the aggregated
token count of the current session from both prompts and
LLM responses reached at least 1024 tokens to overfill the
256 and 512-token active context window. This ensures that
at least 512 tokens in both sessions are over the model’s
active context window and are forgotten, enabling ORISA
to recover batch tokens and KV cache representing those
forgotten context. We then delete the current conversation
from each app’s UI, dump the app process’s memory, and
run ORISA to recover the batch tokens and KV cache.
Findings. Table | shows the results for batch token and KV
cache recovery from each app’s memory image running the
3 models under 2 different active context windows. Columns
1-2 of Table 1 show the 10 apps and 3 models loaded in
each session. Column 3 shows the initial active context
window set in each session for each model. Each model is
run with a 256 and 512-token context window in 2 sessions.
Column 4 shows the ground truth token count, including
both prompt and model responses, that the session contains
before the deletion of the chat content from UI and gathering
the memory image. Columns 5-9 show the batch tokens,
KV cache tensors, and KV cache size within the respective
context window recovered by ORISA. Additionally, Columns
10-14 show the logically evicted batch tokens, KV cache
tensors, and KV cache size recovered beyond the active
context window, representing forgotten context.

Looking at the Total Avg. Row, Column 4 of Table 1, each
session had processed an average of 1,056 tokens, overfilling
the 256 and 512 active context windows by at least 4 and
2 times. Columns 5-8 show that ORISA recovered 100%
of batch tokens and KV tensors from all sessions within
the context window, indicating that active tokens and KV
cache still fully reside in memory even after the deletion of
the chat session from the apps’ UL For KV cache, ORISA
recovered 4,194K, 3,670K, and 13,631K tensors from the
Llama 3.2, Qwen 2.5, and Gemma 2 models, respectively,
for the 256 tokens context window. The recovered tensors
from the Gemma 2 models are more than 3 times larger
than those recovered from the other 2 models because of
the significantly larger number of KV heads and KV head
dimensions of the Gemma 2 model. As a result, Column 9



TABLE 1: ORISA’s Recovery of Batch Tokens and KV Cache Within and Beyond the Sessions’ Active Context Window.

App Model Initial Ctx  GT Tokens Recovery Within Ctx Recovery Beyond Ctx
Tokens KV Tensors KV Size Tokens KV Tensors KV Size
# % #(K) % (MB) # % #(K) % (MB)
Llama 3.2 256 1,073 256  100.00 4,194 100.00 8.66 138 16.89 2,848 21.28 5.56
Iris : 512 1,062 512 100.00 8,389  100.00 16.33 327 59.45 3,756  41.68 7.34
Qwen 2.5 256 1,048 256 100.00 3,670  100.00 7.56 173 21.84 2,429 21.39 4.74
: 512 1,074 512 100.00 7,340  100.00 14.55 265 47.15 3,820 4741 7.46
Gemma 2 256 1,044 256 100.00 13,631 100.00 26.85 179 22.72 9,312 22.19 18.19
512 1,068 512 100.00 27,263  100.00 52.88 308 5540 14,624 4940 28.56
Avg. - - 1,062 384 100.00 10,748 100.00 21.14 232 37.24 6,132 33.89 11.98
Llama 3.2 256 1,058 256  100.00 4,194 100.00 8.66 173 21.57 2,343 17.83 4.58
ChatterUI : 512 1,067 512 100.00 8,389  100.00 16.33 234 42.16 3,719  40.90 7.26
Qwen 2.5 256 1,059 256 100.00 3,670  100.00 7.56 149 18.56 2,007 1743 3.92
: 512 1,043 512 100.00 7,340  100.00 14.55 202 38.04 2,652 34.84 5.18
Gemma 2 256 1,055 256 100.00 13,631 100.00 26.85 184 23.03 9,158 21.53 17.89
512 1,039 512 100.00 27,263 100.00 52.88 258 48.96 13418 47.82 26.21
Avg. - - 1,054 384 100.00 10,748 100.00 21.14 200 32.05 5,550 30.06 10.84
Llama 3.2 256 1,071 256 100.00 4,194 100.00 8.66 127 15.58 2,703 20.24 5.28
Lava : 512 1,059 512 100.00 8,389  100.00 16.33 392 71.66 3,034 33.85 5.93
Y Qwen 2.5 256 1,077 256  100.00 3,670  100.00 7.56 189 23.02 2,235 18.99 4.37
: 512 1,033 512 100.00 7,340  100.00 14.55 254 48.75 3,676  49.22 7.18
Gemma 2 256 1,052 256 100.00 13,631 100.00 26.85 140 17.59 9,815 23.16 19.17
512 1,066 512 100.00 27,263 100.00 52.88 349 63.00 8,997  30.50 17.57
Avg. - - 1,060 384 100.00 10,748 100.00 21.14 242 39.93 5,077 29.33 9.92
Llama 3.2 256 1,064 256 100.00 4,194 100.00 8.66 176 21.78 2,889 21.82 5.64
Solia : 512 1,056 512 100.00 8,389  100.00 16.33 341 62.68 3,560 39.94 6.95
Qwen 2.5 256 1,070 256  100.00 3,670  100.00 7.56 155 19.04 2,597 22.25 5.07
: 512 1,069 512 100.00 7,340  100.00 14.55 386 69.30 2,404  30.11 4.70
Gemma 2 256 1,049 256 100.00 13,631 100.00 26.85 188 23.71 9,067 21.47 17.71
512 1,067 512 100.00 27,263 100.00 52.88 224 40.36 12,585 42.58 24.58
Avg. - - 1,063 384 100.00 10,748 100.00 21.14 245 3948 5,517  29.70 10.78
Llama 3.2 256 1,046 256 100.00 4,194 100.00 8.66 147 18.61 2,534  19.58 4.95
Maid : 512 1,076 512 100.00 8,389  100.00 16.33 373  66.13 4,414 47.77 8.62
Qwen 2.5 256 1,039 256 100.00 3,670  100.00 7.56 180 22.99 2,129 18.97 4.16
: 512 1,060 512 100.00 7,340  100.00 14.55 297 54.20 3,053 38.86 5.96
Gemma 2 256 1,045 256 100.00 13,631 100.00 26.85 163 20.66 10,045 2391 19.62
512 1,038 512 100.00 27,263 100.00 52.88 333 63.31 15,221 54.34 29.73
Avg. - - 1,051 384 100.00 10,748 100.00 21.14 249 40.98 6,233 33.90 12.17
Llama 3.2 256 1,041 256 100.00 4,194 100.00 8.66 135 17.20 3,122 2428 6.10
LLMEHub : 512 1,063 512 100.00 8,389  100.00 16.33 205 37.21 3,156  34.96 6.16
Qwen 2.5 256 1,072 256  100.00 3,670  100.00 7.56 190 23.28 2,524 21.58 4.93
’ 512 1,075 512 100.00 7,340  100.00 14.55 362 64.30 4,267 52.87 8.33
Gemma 2 256 1,040 256 100.00 13,631 100.00 26.85 122 15.56 8,928 21.39 17.44
512 1,057 512 100.00 27,263 100.00 52.88 256 46.97 10,428 35.93 20.37
Avg. - - 1,058 384 100.00 10,748 100.00 21.14 212 34.09 5404 31.83 10.56
Llama 3.2 256 1,050 256 100.00 4,194  100.00 8.66 171 21.54 3,070 23.60 6.00
PocketPal : 512 1,043 512 100.00 8,389  100.00 1633 391 73.63 4,797 55.14 9.37
Qwen 2.5 256 1,036 256  100.00 3,670  100.00 7.56 143 18.33 2418 21.62 4.72
: 512 1,042 512 100.00 7,340  100.00 14.55 217 4094 4,042  53.20 7.89
Gemma 2 256 1,078 256 100.00 13,631 100.00 26.85 175 21.29 9,813 22.42 19.17
512 1,053 512 100.00 27,263 100.00 52.88 344 63.59 16,011 55.58 31.27
Avg. - - 1,050 384 100.00 10,748 100.00 21.14 240 39.89 6,692 38.59 13.07
Llama 3.2 256 1,037 256 100.00 4,194  100.00 8.66 186 23.82 2,745 21.45 5.36
Local Al : 512 1,055 512 100.00 8,389  100.00 16.33 323 59.48 3,083  34.65 6.02
Qwen 2.5 256 1,035 256 100.00 3,670  100.00 7.56 177 2272 2,148  19.23 4.20
’ 512 1,051 512 100.00 7,340  100.00 14.55 398 73.84 3,928 50.83 7.67
Gemma 2 256 1,065 256 100.00 13,631 100.00 26.85 169 20.89 10,290 23.89 20.10
512 1,034 512 100.00 27,263 100.00 52.88 278 5326 14,293 5142 27.92
Avg. - - 1,046 384 100.00 10,748 100.00 21.14 255 42.33 6,081 33.58 11.88
Llama 3.2 256 1,077 256  100.00 4,194 100.00 8.66 192 23.39 2,936 21.83 5.73
AnvthineL LM : 512 1,061 512 100.00 8,389  100.00 16.33 209 38.07 3,686 40.98 7.20
vinne Qwen 2.5 256 1,054 256 100.00 3,670  100.00 7.56 133  16.67 2,344 2049 4.58
’ 512 1,058 512 100.00 7,340  100.00 14.55 357 65.38 3,155 40.31 6.16
Gemma 2 256 1,073 256 100.00 13,631 100.00 26.85 162 19.83 9,252  21.27 18.07
512 1,047 512 100.00 27,263 100.00 52.88 232 4336 15,872 55.72 31.00
Avg. - - 1,062 384 100.00 10,748 100.00 21.14 214 3445 6,208 33.43 12.12
Llama 3.2 256 1,032 256  100.00 4,194 100.00 8.66 151 19.46 2,811 22.11 5.49
LM Playeround . 512 1,031 512 100.00 8,389  100.00 16.33 319 61.46 4,009 47.14 7.83
Ve Qwen 2.5 256 1,068 256  100.00 3,670  100.00 7.56 181 2229 2,718  23.35 5.31
’ 512 1,070 512 100.00 7,340  100.00 14.55 370 66.31 2,699 33.74 5.27
Gemma 2 256 1,072 256 100.00 13,631 100.00 26.85 157 19.24 9,787 22.53 19.12
512 1,071 512 100.00 27,263 100.00 52.88 288 51.52 12,045 4047 23.53
Avg. - - 1,057 384 100.00 10,748 100.00 21.14 244 40.05 5,678 31.56 11.09

Total Avg. - - 1,056 384 100.00 10,748 100.00 21.14 233 38.02 5,860 32.60 11.44




of the Total Row shows that the KV cache size recovered
from the Gemma 2 models (26.85 MB) is also 3 times larger
than that from the other 2 models (8.66 MB and 7.56 MB,
respectively).

Moving on to the Total Avg. Row of Columns 10-11

in Table 1, ORISA recovered an average of 233 extra batch
tokens beyond the active context window, representing an
extra 38.02% of prior tokens. ORISA recovered the most
tokens beyond the context window from the Local Al app,
an average of 255 tokens from all 6 sessions. We noted that
when the sessions’ ground truth processed tokens are around
the same, ORISA recovers more tokens from the session
with a larger initial context window. For example, in the
Iris app running the Llama 3.2 model, ORISA recovered
138 extra tokens when the initial context window is 256,
while it recovered 327 extra tokens when that is 512. For
KV cache recovery beyond the context window, Columns
12-14 show that ORISA recovered an average of 5,860K
extra tensors (32.60%) across all apps with an average size
of 11.44 MB. ORISA recovered the most extra KV tensors
from the PocketPal app, with an average of 6,692K tensors
representing 38.59% of extra context. We observed that
ORISA can recover more KV tensors from sessions with
a larger initial context window because the allocated KV
cache buffer is significantly larger, e.g., 16,011K from the
PocketPal app running Gemma 2 with a 512 context window
compared with 9,813K from the same app and model with
a 256 context window.
Takeaway. ORISA recovered 100% batch tokens and KV
cache tensors within sessions’ active context window,
confirming that they still persist in memory even after chat
content deletion from apps’ Ul. ORISA additionally
recovered an average of 32.60% and 38.59% of batch
tokens and KV tensors beyond the models’ active context
limit, revealing significant forgotten context retention in the
memory image. Recovered tensor count varied with model
size and configuration. ORISA recovered over 3 times
larger KV cache from Gemma 2 sessions due to its higher
head count and dimension, and sessions initialized with
larger context windows allowed more tensor recovery.

5.2. Context Retention of Rehosted Sessions

Recall from the previous section §5.1, for each chat
session, we keep prompting the LLM key-value pair
information  representing sample internal  project
notes (Figure 6) for the model to remember. We next
evaluate the retention of this key-value pair knowledge in
the rehosted sessions constructed with the token and KV
cache recovery.

Experiment Setup. After the recovery of tokens and KV
cache from memory, ORISA reconstructs the new session
binary and rehosts it into a new llama.cpp session with
a larger active context window (§4.5). Immediately after
rehosting, we interrogate the model with this exact sentence
to extract its prior knowledge — "List out all the internal
project notes I told you earlier." In the response, we record the

number of key-value pairs of knowledge it correctly recalled.

TABLE 2: Rehosted Sessions’ Retention of Prompted
Knowledge Within and Beyond the Active Context Window.

Initial Fed Pairs In Rehost Extr! Recovery

App Model Ctx Pairs Ctx Ctx Pairs Rate?
Llama3n 236 100 21 1024 34 161.90%

2 512100 45 1024 68 151.11%

i owen2s 256 110 25 1024 43 172.00%
S 512110 48 1024 76 158.33%

Gomma 2 236 80 15 1024 28 186.67%

512 80 34 1024 55 161.76%

Avg, - .97 31 1,024 51 16530%
Llama3a 256 100 14 1024 26 18571%

2 512 100 36 1024 58 161.11%

Chatter 256 110 15 1024 29 193.33%
ul Qwen 2.5 515 100 39 1,024 59 151.28%
Gomma 2 236 70 10 1,024 23 230.00%

512 70 30 1024 49 16333%

Avgl . ) 24 1024 41 180.80%
Llama3n 256 100 18 1024 29 161.11%
512100 41 1024 59 143.90%

Layla owen2s 256 110 20 1.024 36 180.00%
S 512110 47 1024 73 155.32%

Gomma 2 236 80 13 1024 23 176.92%

512 80 311024 43 138.71%

Avg, - - 95 28 1024 45 168.93%
Others - - o4 27 1024 46 168.70%
Total Avg. - - o4 27 1024 46 169.59%

1: Extracted KV pairs from LLMs’ responses.

2: Recovery rate is the extracted KV pairs in the rehosted session
during interrogation over the number of KV pairs within the initial
context window.

We designed this strict instruction-following experiment to
ensure our evaluation was as repeatable and measurable as
possible. In a real forensic investigation, the investigator has
full discretion in how they query the reconstructed sessions.
They can also roll back to the recovered context (from the
memory image) prior to any interrogation whenever needed.
Findings. Table 2 shows the extracted key-value pair
knowledge in the rehosted sessions. Columns 1 and 2 show
the apps and models used. Column 3 shows the initial
context window before the rehosting. Each model is run
with both a 256 and a 512 active context window for each
app with 2 separate sessions. Column 4 shows the number
of key-value pairs (Figure 6) we prompted each session in a
batch of 10 until the processed tokens of each session
reached at least 1,024 to overfill the context window.
Column 5 shows the number of key-value pairs that are still
within each session’s context window before the rehosting.
Columns 6-8 show the rehosted session’s context window,
extracted KV pairs from the LLMs’ responses during the
interrogation, and the recovery rate with respect to the
key-value pairs inside the context window before the
rehosting.

Looking at the Total Avg. Row, Columns 4 and 5
of Table 2, we prompted an average of 94 key-value pair
knowledge into each session before overfilling the sessions
with at least 1,024 tokens. We found that an average of 27
key-value pairs still reside in the active context window. We
noticed that this number is smaller than the tokens needed
to represent those key-value pairs on average because a



portion of the context window is filled with system prompt
tokens set up by each app, in addition to the prompted
key-value pairs. For example, as shown in the Llama 3.2
Rows of the Iris and the Chatter UI app, although the
number of fed key-value pairs is both 100, fewer pairs (14,
36) still reside in the context window of the Chatter UI app
than the Iris app (21, 45). This is because the Chatter Ul
app had an average of 120 tokens to represent system
prompts compared to around 42 for the Iris app. In addition
to system prompt tokens, we also observed that different
models’ tokenizers also impacted the number of key-value
pairs inside the context window.

Moving to the Total Row, Columns 6 and 7 of Table 2,

ORISA rehosted each session with a larger 1,024 tokens
context window after the recovery and active KV
manipulation §4.5. In the interrogated responses, ORISA
extracted an average of 46 key-value pairs contained in the
originally fed pairs shown in Column 4, significantly larger
than those originally retained before the rehosting. We
noted that for each app, the number of extracted pairs for
the Llama and Qwen models is larger than that of the
Gemma model. For example, as shown in the Layla Row
Column 7, sessions with Llama 3.2 (29, 59) and Qwen 2.5
(36, 73) had a similar number of pairs extracted in the
rehosted sessions, while Gemma 2 model retained fewer
pairs (23, 43). This is because the prior 2 models had a
similar tokenization rate of around 9.5 tokens per pair,
while the Gemma 2 model had around 12.7. As shown in
Column 8 of Table 2, ORISA extracted an average of
169.59% of knowledge in the rehosted session compared
with the original session, enabling investigators to
interrogate prior sessions with more logically evicted
context.
Takeaway. On average, although only 27 key-value pairs
of knowledge remained within the original 256-512 token
context windows for each app session, ORISA’s recovery and
rehosting with a 1,024 context window successfully extracted
46 pairs—an average recovery rate of 169.6% compared
to the original context. Recovery rate varied by models’
tokenization rate and apps’ system prompt token length.
This shows that ORISA not only preserves but substantially
amplifies the retrievable knowledge from deleted sessions,
enabling investigators to interrogate prior sessions with more
context.

5.3. Semantic Consistency of Rehosted Sessions

When ORISA reconstructs and rehosts a session, the
forensic validity of any responses generated during
interrogation depends on whether those responses are
consistent with what the model would have produced if the
original session had continued uninterrupted. To measure
this validity, we then evaluate the semantic consistency of
responses during interrogation between the original and the
rehosted sessions.

Experiment Setup. For each of the 10 apps, we ran 3
sessions with one of each model, similar to §5.1. For each
session, we prompt the model with 20 key-value pairs of

TABLE 3: Comparison of Response Behaviors Between
Original and Rehosted Sessions Under Forensic Interrogation.

Original Session Rehosted Session

App Model
TP! FP2 TN® FN* TP FP TN FN
Llama 32 10 1 4 0 10 1 4 0
Iris Qwen 2.5 9 0 5 1 9 0 5 1
Gemma 2 10 0 5 0o 10 0 5 0
Chatter Llama 3.2 10 2 3 0o 10 2 3 0
Ul Qwen 2.5 9 0 5 1 9 0 5 1
Gemma 2 10 0 5 0 10 o0 5 0
Llama 3.2 10 2 3 0o 10 2 3 0
Layla  Qwen 2.5 10 1 4 0 10 1 4 0
Gemma 2 10 1 4 0o 10 1 4 0
Llama 3.2 9 2 3 1 9 2 3 1
Solia Qwen 2.5 9 1 4 1 9 1 4 1
Gemma 2 10 1 4 0 10 1 4 0
Llama 3.2 10 0 5 0o 10 O 5 0
Maid  Qwen 2.5 10 1 4 0o 10 1 4 0
Gemma 2 10 0 5 0o 10 O 5 0
Others - 145 14 61 5 145 14 61 5
Total - 291 26 124 9 291 26 124 9

1: The model correctly recalls the factual value of a key that was
previously fed into the session.

2: The model outputs a value for a key that was never fed but asserts
it as if known.

3: The model answers "Not in prior messages" for a key that was
never fed.

4: The model fails to recall or incorrectly answers the value of a key
that was fed earlier in the session.

internal project notes to represent new knowledge the model
didn’t know beforehand (example shown in Figure 6). We set
the context window of each session to 2048 tokens, greatly
exceeding the number of tokens needed to represent that
knowledge and any follow-up interrogations to avoid the
original sessions from losing context. We then dumped the
process memory for each app session and let ORISA recover
and rehost it into a new llama.cpp session with the same
2048 context window. To compare the response behaviors of
the rehosted and the original session, we then prompted both
sessions with the exact instructions listed as "Rule: You must
answer ONLY using information that appears visibly in our
prior chat messages. If the requested information does not
appear in our prior messages, respond exactly: Not in prior
messages.” We then prompted each session to recall 10 values
of keys that was prompted before in prior messages (e.g.
we prompted the session "What is the project codename?"
when we previously fed the model with "Project codename
= FERN-9e2f1b5d") and 5 values for keys that did not (e.g.
we prompted the session "What is the client passphrase?”
when this information was never fed into the model before).
We used a 2:1 ratio for the recall and non-recall questions
to avoid over-inflating the false positive rate due to small
denominator effects. Finally, we record the TP, FP, TN, and
FN of the models’ responses to all 15 questions in both the
original and the rehosted sessions.

Findings. Table 3 shows the comparison of models’



responses in the original and the rehosted sessions, given
the same prior knowledge, context window, and
interrogation prompts. Columns 1 and 2 show the app and
model used in each session. Columns 3-6 and 7-10 show
the TP (The model correctly recalls the factual value of a
key that was previously fed into the session), FP (The
model outputs a value for a key that was never fed but
asserts it as if known), TN (The model answers "Not in
prior messages" for a key that was never fed), and FN (The
model fails to recall or incorrectly answers the value of a
key that was fed earlier in the session) of the models’
responses to the 15 interrogation questions in the original
session and the rehosted sessions respectively.

As shown in the Total Row, Column 4 of Table 3, 26
FP responses are recorded during interrogation of the
original sessions. For example, in the Iris, Llama 3.2 Row,
we recorded a FP response from the model where it
answers "DEBUG-ON-2025" to the question "What is the
client passphrase?" when the client passphrase was never
fed into the session. As shown in the Total Row, Column 6,
a total of 9 FN responses were also recorded. For example,
in the Chatter UI, Qwen 2.5 Row, we recorded an FN
response from the model where it answers "Not in chat" to
the question "What tracking label did we use?" when we
previously fed the session with the knowledge "Tracking
label = TKT-8224-amber".

As shown in the Total Row, Columns 8 and 10 of Table 3,
the rehosted sessions recorded the exact same number of
FP (26) and FN (9) across all app sessions, indicating that
the rehosted sessions preserved the exact context of the
original session. This is because ORISA’s rehosting not only
preserves the original sessions’ batch tokens and KV cache,
it also preserves the pseudo-random generator state in the
original session for subsequent generation. Since the FP
and FN responses in the rehosted session are also present
in the interrogation of the original session, they stem from
the intrinsic behavior of the LLMs used themselves (e.g.,
FP from hallucination and FN from incomplete retrieval)
— not from rehosting inaccuracy. This shows that ORISA
enables investigators to treat the rehosted sessions’ responses
as credible evidence, since they faithfully represent what
the original model would have produced had the session
continued uninterrupted.

Takeaway. ORISA’s rehosted sessions produced identical
true and false responses (26 FPs and 9 FNs from 450
questions) to those of the original sessions, confirming that
ORISA preserves the model’s semantic state and internal
reasoning behavior. The matching FP and FN patterns
indicate that any inaccuracies arise from the model’s
inherent hallucination or recall limitations rather than
rehosting artifacts. This demonstrates that ORISA allows
investigators to treat the rehosted session’s interrogation
outputs as credible evidence of what the model would have
generated if the session had continued.
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Figure 7: Chatter UI is one of the most popular native mobile
LLM chat app. It allows users to customize model sampler
parameters (top left) to fine-tune response behaviors, load
custom local LLMs (bottom left), and instantiate custom
chat characters in chat sessions(right).

6. Case Studies

6.1. Chatter Ul

Chatter UI [35] is one of the most popular native
mobile frontend apps for hosting on-device LLMs. It is
hosted on GitHub and has received over 1.9K stars. Aside
from allowing users to load custom models from disk, it
also provides users freedom to fine tune the model
sampler’s parameters, such as temperature, Top P, Top K,
etc., for different response behaviors. Users can also build
different chat templates for different characters by
customizing the system prompt sequence, prefix, and suffix,
as shown in Figure 7.

To test ORISA’s recovery of tokens and KV tensors
from a Chatter UI chat session, we downloaded and loaded
a Llama 3.2 1B model and configured it with a 256-token
context window. We then created a custom "Project Note
Keeper" character with description tokens indicating — "You
are a helpful project note-keeping bot. Only remember
factual statements that I tell you about the project." in the
Chatter UI app and fed it with internal project notes
key-value pairs to simulate knowledge not known by the
model previously. We instrumented the app and kept
prompting the session with key-value pair knowledge until
the token count reached past 1024, where 100 pairs had
been fed into the session. Notably, after each of the model’s
responses to our prompts, even after navigating away from
the session and back, Chatter Ul allows users to continue



Write Project Note Keeper's next reply in a chat
between Project Note Keeper and User. You are a
helpful project note-keeping bot. Only remember
factual statements that I tell you about the
project.<|eot_id[><|start _header id[>assistant<|end
header id[>

Figure 8: Recovered deserialized tokens show that the Chatter
Ul app incorporates user-defined character description
prompts into system prompts and feeds them to the inference
engine as permanent tokens not to be evicted.

generating the response without reprompting it. This
implies that Chatter UI keeps the previous conversation
turns in memory and does not require a new prompt to
restart the conversation.

We then deleted the conversation from the app UI and
dumped the app process’s memory. After running ORISA,
ORISA recovered a total of 429 tokens and 6537K tensors,
representing 22% and 18% more from beyond the 256 tokens
context window. While deserializing the tokens recovered,
we found that the model retains the description tokens we
fed into the app during the initiation of the chat session,
representing the custom character of the current session, as
shown in Figure 8. This indicates that the Chatter Ul app
stores those character description tokens as system prompts
and feeds them to the inference engine as permanent tokens
not to be evicted outside the context window (n_keep
tokens for llama.cpp).

After ORISA rehosted the recovered context in a fresh
llama.cpp session, we resumed the session with the
interrogation prompt for it to "List out all the internal
project notes I told you earlier". The rehosted session’s
response correctly outputted 26 values for the keys
previously fed in, exceeding the 14 pairs still residing
within the context window by 186%, indicating that
ORISA’s rehosted session successfully retained the
forgotten context outside the context window recovered in
memory.

6.2. Extending ORISA to the mllm Inference Engine

To test ORISA’s adaptability to other inference engines,
we extended ORISA to recover and rehost conversations from
the mllm [36] Android app. Mllm is a lightweight multimodel
LLM inference engine for mobile devices receiving more than
1.4K stars on Github. It diverges from traditional CPU-centric
inference engines by providing additional unified support for
OpenCL GPUs and Qualcomm NPUs. To extend to mllm,

we added key data structure scanning signatures for ORISA.

ORISA first scans for mllm Tensor object headers instead
of 11lama_batch objects in llama.cpp to locate the batch
tokens. For KV cache tensors, ORISA is adapted to scan
for individual mllm Tensor objects for both the Key and
Value at each attention layer associated with the lmcache
class. The tensor validation strategy is similar to that of

llama.cpp by checking shape metadata and ids. Forgotten
context length is determined by comparing the extracted KV
cache tensor size with the active context window size which
is recovered as the seq_dim of the tensor object instead
of the ctx parameter in llama.cpp.

To test ORISA’s token and KV cache recovery from
mllm, we loaded a llama 3.2 model with a 256-token context
window in the mllm Android demo app. We kept prompting
the session with the simulated internal project note knowledge
according to the evaluation setup in §5.1 until the token count
was over 1024. After deletion of the conversation from UI,
we ran ORISA on the dumped memory. ORISA recovered a
total of 493 tokens and 7028K tensors, with 34% and 28%
from beyond the active context window respectively. After
ORISA rehosted the recovered context in a mllm session, we
interrogated the session with the same setup and prompts as
discussed in §5.2. The rehosted session correctly responded
with 26 key-value pair knowledge over the 18 pairs that
were in the previously active context window, demonstrating
a knowledge recovery rate of over 144%.

7. Discussion

7.1. Extension to Other Inference Engines

We have designed ORISA to recover and rehost mobile
local LLM app sessions’ context using the llama.cpp
inference engine. However, we acknowledge that although
llama.cpp remains the most widely adopted inference
engine for mobile apps [37], [38] due to its ARM CPU
optimizations and extensive model support, there are other
frameworks for mobile local LLM deployment (mostly
supported through each engine’s official demo app) such as
mllm [36], MediaPipe [39], etc. We have extended ORISA
to mllm [36] by adapting to its context management data
structure signatures. That said, it is possible to extend
ORISA to other inference engines. Since all transformer
inference engines require the same core structures — a token
buffer that hosts token IDs and positions, a KV cache that
stores attention head state, and a runtime state manager that
keeps past token count and other metadata — extending
ORISA to these engines only requires implementing new
frontends to interpret their respective in-memory signatures
for each core context-management data structure. The same
methodology, namely token recovery, detokenization, active
and forgotten KV cache extraction, active KV extension,
and session rehosting, still applies.

7.2. Obfuscation and Anti-Forensics Techniques

Adpversarial inference frameworks that deviate from the
standard, efficient representation of token and KV cache
tensors or those that obscure the generic structure of
context-management objects can make ORISA’s session
recovery and rehosting more difficult. Nevertheless, prior
work shows that even heavily obfuscated platforms can be
analyzed  using  established memory  forensics



techniques [40]-[42]. With additional effort, investigators
can apply this perpendicular line of research to deobfuscate
and reconstruct the data structures for context management
objects [43], [44]. Once these structures are recovered, the
investigator can build a corresponding frontend for the
adversarial or obfuscated inference engine, similar to a
regular and benign engine. Importantly, these frameworks
must still retain the minimal information required to
represent a session’s context to continue the inference,
enabling ORISA’s recovery and rehosting.

7.3. Prerequisites for Running ORISA

ORISA’s input is a memory image and disk image
acquired by law enforcement. ORISA does not assume a
rooted Android device. In fact in real forensic
investigations, law enforcement often use third party tools

and zero-day exploits [45]-[47] to acquire memory images.

When OS data structure signatures are updated, ORISA can
adapt to the changes with orthogonal and automated
tools [48], [49].

8. Related Work

LLM Forensics. Prior research has explored forensic
techniques to trace the sources of data poisoning in LLMs
and neural networks [50]-[53]. Similarly, a growing body
of research [54]-[65] surveyed and found LLM security
vulnerabilities. For instance, Kim et al. [66] introduced a
framework aimed at reducing the leakage of personally
identifiable information from LLMs. Greshake et al. [67]
explored indirect prompt injection attacks against LM
frameworks. Furthermore, several work [58], [68]-[74]
evaluated the robustness of current LLM frameworks
against jailbreak attacks. However, no prior work explored
the forensic investigation and rehosting of deleted local
LLM sessions in mobile applications.

Memory Forensics. Memory forensics techniques have
been proposed to recover evidence and aid program
analysis [12], [13], [75]. Prior work has heavily relied on
signature-based heap scanning [40] and value-set analysis
(VSA) tools, such as DEEPVSA [76], to trace pointers and

recover isolated kernel or application data structures.

Oygenblik et al. [14] proposed a technique to accurately
recover parameters that define DL models and rehost them
for a live investigation. Saltaformaggio et al. [16] developed
a spatial-temporal memory forensics technique to recover
previous screens of Android apps. While memory forensics
techniques [77] have been applied to areas such as GUI
reconstruction [15], [78], malware analysis [79], and
sequencing user activity [80], no prior work aimed to
recover and rehost LLM’s context artifacts. While existing
VSA methodologies [76] are sufficient for recovering static,
isolated artifacts (such as the model binary or raw token
integers), they have no semantic understanding of LLM’s
unique attention mechanisms. Therefore, existing tools
cannot physically reconstruct the multi-dimensional
alignment required to feed forgotten KV tensors back into a

live inference engine, necessitating the novel realignment
and state manipulation techniques proposed by ORISA.

9. Conclusion

We presented ORISA, an automated system for
recovering mobile LLM sessions’ conversations and
rehosting their context into a live session for investigators
to interact with. ORISA recovers the model binary,
reconstructs batch tokens, recovers and extends KV cache
tensors, and rehosts both active and forgotten context into a
live, app-agnostic session. When evaluated across 60
configurations spanning 10 Android LLM apps and 3
models, ORISA recovered 100% of batch tokens and
KV-cache tensors within the active context window and
over 30% beyond it, with rehosted sessions retaining an
average of 169.6% of the original contextual knowledge.
ORISA’s rehosted sessions are also shown to preserve the
original sessions’ response behaviors, allowing investigators
to treat the rehosted sessions’ interrogation outputs as
credible evidence.

10. Ethics Considerations

Continued prompting of the rehosted session may cause
it to generate responses influenced by the investigator’s
prompts rather than the user’s prior interactions. Therefore,
the forensic investigator must carefully monitor the effects
of interrogation prompts to minimize the risks of
over-interpreting the session’s output and incorrectly using
it as evidence against the user. The investigator can always
revert to the recovered context prior to any interrogation.

11. LLM Usage Considerations

Originality. LLMs were used for editorial purposes in this
manuscript, and all outputs were inspected by the authors to
ensure accuracy and originality.

Transparency. LLMs are integral to the methodology and
experiments of the paper, as it studies the recovery and
rehosting of mobile LLM apps’ contexts. However, all LLMs
chosen are open-source local models as discussed in §5.
Responsibility. We have chosen LLMs used in the evaluation
of the paper, optimized models suitable for execution on
resource-constrained mobile devices. Even with local models,
we minimized the volume of queries to the ones strictly
necessary to execute the experiments for the recovery and
rehosting. We have also specified the hardware used to run
the experiments in §5.
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Appendix A.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

A.l. Summary

This paper presents ORISA, a memory forensics
framework designed to recover deleted conversation
histories from local Large Language Model (LLM)
applications running on edge devices. By recovering batch
tokens and key-value (KV) caches from process memory,
ORISA is able to reconstruct logically deleted session
contexts and rehost them into a live, app-agnostic session.
The authors evaluated ORISA on 10 Android LLM apps,
successfully recovering 100% of the active context and
significant portions of forgotten context, enabling
investigators to dynamically interrogate the model’s past
state.

A.2. Scientific Contributions

Creates a New Tool to Enable Future Science.

A.3. Reasons for Acceptance

1) The paper creates a new tool to enable future science.
It develops the first end-to-end memory forensics
framework specifically for recovering and rehosting
local LLM conversations, addressing a novel and
timely problem that existing memory and disk
forensics techniques cannot solve.

2) The recovery of logically evicted but physically resident
KV cache tensors beyond the active context window is
a technically sophisticated insight.

3) The empirical validations across 10 popular LLM apps
provide valuable evidence of ORISA’s benefit,
demonstrating a 100% active context recovery rate.
The ability to realign context and rehost live sessions
is an important step in enabling dynamic interrogation
of a model’s past state.
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